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Introduction

This document provides AAA configuration examples for Telnet and SSH users.

Prerequisites

The configuration examples in this document were created and verified in a lab environment, and
all the devices were started with the factory default configuration. When you are working on a live
network, make sure you understand the potential impact of every command on your network.

This document assumes that you have basic knowledge of AAA.

Example: Configuring HWTACACS
authentication and authorization in ACS
for Telnet users

Network configuration

As shown in Figure 1, configure the device to meet the following requirements:

e The HWTACACS server is used to provide authentication and authorization services for
Telnet users.

e  The authenticated users are permitted to execute the displaycommands of all system
features and resources.

Add a user account with username user@bbb and password 123456 TESTplat&! on the
HWTACACS server.

Figure 1 Network diagram
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Analysis

To meet the network requirements, you must perform the following tasks:

e  Configure the Telnet username and password on the HWTACACS server to identify valid
users.

. For Telnet users to perform AAA, set the authentication mode to scheme on VTY userlines.



e  Configure the same shared key on the device and the HWTACACS server to secure
HWTACACS communication. When the shared key is configured, the device and the
HWTACACS server transfer passwords safely and the device can verify the integrity of each
HWTACACS response.

e  Configure HWTACACS authentication and authorization by performing the following tasks on
the device:

o Create an HWTACACS scheme.
o Specify the authentication and authorization servers.

o Apply the HWTACACS scheme to the ISP domain to which the Telnet users belong on the
device.

e  Configure the HWTACACS server to assign the network-operator user role to the users, so
the users can use all display commands.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration
example is applicable:

Hardware Software version

SC 3570 switch series Release 11xx

SC 5525 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 5520 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 3170 switch series Release 11xx

SC 3130 switch series Release 63xx

Procedures
Configuring the HWTACACS server

In this example, the server runs ACS 4.0.

Adding a user

1. Inthe navigation tree, click User Setup.
2. Enteruser@bbb in the User field and click Add/Edit, as shown in Figure 2.



Figure 2 Adding a user
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|Find | | add/Edit |

[ List all users ]

[ Femove Dynamic Users ]

Configuring the user

1. Onthe User Setup page, configure the following parameters, as shown in Figure 3:
o Enter 123456TESTplat&! in the Password and Confirm Password fields.
o Assign the user to user group Group 1.



Figure 3 Configuring the user password

User Setup ﬂ

Password Authentication:

I.-’-\CS Internal Database j

CiscoSecure PAP (Also used for CHARP/MS-CHARP/ARAPR, if the Separate
field is not checked.)
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Confirm Password I------
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CHAP password for a token card user allows CHAP authentication. This is
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Group to which the user is assigned:
Group 1 j

2. Click Submit.

Submit Cancel |

Configuring the network settings

1. Inthe navigation tree, click Network Configuration.

2.  Onthe Add AAA Client page, configure the following parameters, as shown in Figure 4.
Enter an AAA client hostname in the AAA Client Hostname field. This example uses

(o]

Device.
Enter 10.1.1.2 in the AAA Client IP Address field.

The IP address is the source IP address for outgoing HWTACACS packets on the device.

Enter expert in the Key field.

The key configured here is the same as the authentication, authorization, and accounting

keys configured on the device for secure HWTACACS communication.
Select TACACS+ (Cisco 10S) from the Authenticate Using list.




Figure 4 Configuring the network settings

Add AAA Client
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Submit Submit + Apply Cancel

3. Click Submit + Apply.
Configuring the user group

1. Inthe navigation tree, click Group Setup.

2. Select 1: Group 1 (29 users) from the Group list and click Edit Settings, as shown inFigure
5.

Figure 5 Selecting a user group

Group Setup

Group : |1: Group 1 (29 users) x|
Users in Group | Edit Settings | Rename Group

3.  Onthe TACACS+ Settings page, configure the following parameters, as shown in Figure 6:
o Select Shell(exec), which enables command execution for all users in the group.

o Select Custom attributes, and enter roles=\"network-operator\" in theCustom
attributes field.

o Configure other settings as needed.



Figure 6 Configuring the user group
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Submit Cancel

4. Click Submit.

Configuring the device

# Create VLAN 2 and assign GigabitEthernet 1/0/2 to the VLAN.
<Device> system-view

[Device] wvlan 2

[Device-vlan2] port gigabitethernet 1/0/2

[Device-vlan2] quit

# Assign an IP address to VLAN-interface 2.

[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 192.168.57.12 255.255.255.0
[Device-Vlan-interface2] quit

# Create VLAN 3 and assign GigabitEthernet 1/0/1 to the VLAN.
[Device] wvlan 3

[Device-vlan3] port gigabitethernet 1/0/1

[Device-vlan3] quit

# Assign an IP address to VLAN-interface 3.

[Device] interface vlan-interface 3
[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0
[Device-Vlan-interface3] quit

# Enable the Telnet server feature.

[Device] telnet server enable



# Enable scheme authentication on VTY user lines 0 through 63.
[Device] line vty 0 63
[Device-line-vty0-63] authentication-mode scheme

[Device-line-vty0-63] quit

# Create an HWTACACS scheme named hwtac.

[Device] hwtacacs scheme hwtac

# Specify the primary HWTACACS server with the IP address 10.1.1.1 and port number 49.
[Device-hwtacacs-hwtac] primary authentication 10.1.1.1 49

[Device-hwtacacs-hwtac] primary authorization 10.1.1.1 49

[Device-hwtacacs-hwtac] primary accounting 10.1.1.1 49

# Specify the shared key as expert for secure HWTACACS communication between the device
and HWTACACS server.

[Device-hwtacacs-hwtac] key authentication simple expert

[Device-hwtacacs-hwtac] key authorization simple expert

[Device-hwtacacs-hwtac] key accounting simple expert

[Device-hwtacacs-hwtac] quit

# Create an ISP domain named bbb, and specify the domain to use HWTACACS scheme hwtac
as the AAA methods of login users.

[Device] domain bbb

[Device-isp-bbb] authentication login hwtacacs-scheme hwtac

[Device-isp-bbb] authorization login hwtacacs-scheme hwtac

[Device-isp-bbb] accounting login hwtacacs-scheme hwtac

[Device-isp-bbb] quit

Verifying the configuration

# Telnet to the device, and enter username user@bbb and password 123456 TESTplat&!. The
user logs into the device. (Details not shown.)

# Verify that the user can use the display commands of all system features and resources.
(Details not shown.)

Configuration files

(D IMPORTANT:
Support for the port link-mode bridgecommand depends on the device model.

#
telnet server enable
#
vlan 2 to 3
#

interface Vlan-interface2

ip address 192.168.57.12 255.255.255.0
#
interface Vlan-interface3

ip address 10.1.1.2 255.255.255.0
#



interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
hwtacacs scheme hwtac
primary authentication 10.1.1.1
primary authorization 10.1.1.1
primary accounting 10.1.1.1
key authentication cipher $c$3$X30R/wjLFjDglyjdAmvijwAhiugewGABglQ==
key authorization cipher $c$3$5pmugqORJIIUWMWDKRNNERX6HFMOaRv5txFg==
key accounting cipher $c$3$FSASiBY1u+ZNkAYY1Pw9YkGxJA4iR8MDjw==
#
domain bbb
authentication login hwtacacs-scheme hwtac
authorization login hwtacacs-scheme hwtac
accounting login hwtacacs-scheme hwtac

#

Example: Configuring RADIUS
authentication and authorization in INC
for SSH users

Network configuration

As shown in Figure 7, configure the device to meet the following requirements:

e The RADIUS servers are used to provide authentication and authorization services for SSH
users. One server acts as the primary server and the other acts as the secondary server.

. Domain names are included in the usernames sent to the RADIUS servers.

e  The authenticated users are permitted to use the displaycommands of all system features
and resources.

The RADIUS servers run INC. Add a user account with username hello@bbb and password
123456 TESTplat&! on each RADIUS server.



Figure 7 Network diagram
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Analysis

To meet the network requirements, you must perform the following tasks:

e  Configure the SSH username and password on the primary and secondary RADIUS servers
to identify valid users.

. For SSH users to perform AAA, set the authentication mode to scheme on VTY userlines.

e  Configure the same shared key on the device and the RADIUS servers to secure RADIUS
communication. When the shared key is configured, the device and the RADIUS servers
transfer passwords safely and the device can verify the integrity of each RADIUSresponse.

e  Configure RADIUS authentication and authorization by performing the following tasks onthe
device:

o Create a RADIUS scheme.
o Specify the primary and secondary servers for authentication and authorization.
o Apply the RADIUS scheme to the ISP domain to which the SSH users belong.

. Configure the RADIUS servers to assign the network-operator user role to the users, so the
users can use all display commands.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration
example is applicable:

Hardware Software version

SC 3570 switch series Release 11xx

SC 5525 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 5520 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 3170 switch series Release 11xx

SC 3130 switch series Release 63xx

Restrictions and guidelines

When you configure RADIUS authentication and authorization for SSH users, follow these
restrictions and guidelines:

e  The Stelnet server supports only 256-bit and 384-bit ECDSA key pairs.

. Local DSA, ECDSA, and RSA key pairs for SSH use default names. You cannotassign
names to the key pairs.

Procedures
Configuring RADIUS servers

In this example, RADIUS servers run INC PLAT 7.0 (E0102) and INC UAM 7.0 (E0201). This
example describes the configuration of the primary RADIUS server. Configure the secondary
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RADIUS server in the same way the primary RADIUS server is configured.
Adding the device to INC as an access device
1. Click the User tab.

2. From the navigation tree, select User Access Policy > Access Device Management >
Access Device.

The access device list appears.
3. Click Add.
4. Onthe Add Access Device page, configure the following parameters, as shown in Figure 8:

o Enter 1812 and 1813 in the Authentication Port and Accounting Port fields,
respectively.

o Enter expert in the Shared Key and Confirm Shared Key fields.
o Select Device Management Service from the Service Type list.
o Select INTELBRAS(General) from the Access Device Type list.
o Use the default values for other parameters in the Access Configuration area.

o Inthe Device List area, click Select or Add Manually to add the device (10.1.1.2) toINC
as an access device.

Figure 8 Adding an access device

T User > UserAccess Policy » Access Device Management > Access Device > Add Access Device D Helr

Access Configuration

ation Port * 1812 1813

counting Fully Supported - Device Management Service -

e Type H3C(General) v
Shared Key * sssone nfirm Shared Key * sossse

Ungrouped .

Device List

Select Add Manually Clear All
Device Name Device IP Device Model Comments Delete
10112 i
Total ltems: 1
OK Cancel
5. Click OK.

Adding a device management user

1. Click the User tab.
2. From the navigation tree, select Access User > Device User.
The device management user list appears.
3. Click Add.
4. Onthe Add Device User page, configure the following parameters, as shown in Figure 9:
o Enter hello@bbb in the Account Name field.
o Enter aabbcc in the User Password and Confirm Password fields.
o Select SSH from the Service Type list.
o Enter network-operator in the Role Name field.

The network-operator user role has access to the display commands of all system
features and resources.

o Inthe IP Address List of Managed Devices area, click Add to specify an IP segment
(from 10.1.1.0 to 10.1.1.255) for management. The IP segment must contain the IP
address of the access device.

11



Figure 9 Adding a device management user

User > Device User > Add Device User

Add Device User

Basic Information of Device User

Account Name * hello@bbb @
ey

SSH -
=
EXEC Priority ®
network-operator Tips
Role Name Z
I
you enter 10
cannot ex
Bound User IP List
Add
StartIP End IP Delete
No match found.
IP Address List of Managed Devices
Add Delete ali
StartIp End P Delete
101.1.0 10.1.1.255 [
OK Cancel
5. Click OK.

Configuring the device

# Create VLAN 2 and assign GigabitEthernet 1/0/2 to the VLAN.
<Device> system-view

[Device] vlan 2

[Device-vlan2] port gigabitethernet 1/0/2

[Device-vlan2] quit

# Assign an IP address to VLAN-interface 2.
[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 192.168.1.70 255.255.255.0

[Device-Vlan-interface2] quit

# Create VLAN 3 and assign GigabitEthernet 1/0/1 to the VLAN.
[Device] wvlan 3
[Device-vlan3] port gigabitethernet 1/0/1

[Device-vlan3] quit

# Assign an IP address to VLAN-interface 3.

[Device] interface vlan-interface 3

[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0
[Device-Vlan-interface3] quit

# Create a local RSA key pair.

[Device] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

If the key modulus is greater than 512, it will take a few minutes.

Press CTRL+C to abort.
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Input the modulus length [default = 1024]:
Generating Keys...

Create the key pair successfully.

# Create a local DSA key pair.

[Device] public-key local create dsa

The range of public key modulus is (512 ~ 2048).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# Create a 256-bit ECDSA key pair.

[Device] public-key local create ecdsa secp256rl
Generating Keys...

Create the key pair successfully.

# Create a 384-bit ECDSA key pair.

[Device] public-key local create ecdsa secp384rl

Generating Keys...

Create the key pair successfully.

# Enable the Stelnet server.

[Device] ssh server enable

# Enable scheme authentication on VTY user lines 0 through 63.
[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme
[Device-line-vty0-63] quit

# Create a RADIUS scheme named rad.

[Device] radius scheme rad

# Specify the primary authentication RADIUS server with the IP address 10.1.1.1 and port number
1812.

[Device-radius-rad] primary authentication 10.1.1.1 1812

# Specify the secondary authentication RADIUS server with the IP address 10.1.1.11 and port
number 1812.

[Device-radius-rad] secondary authentication 10.1.1.11 1812

# Specify the primary accounting RADIUS server with the IP address 10.1.1.1 and port number
1813.

[Device-radius-rad] primary accounting 10.1.1.1 1813

# Specify the secondary accounting RADIUS server with the IP address 10.1.1.11 and port number
1813.

[Device-radius-rad] secondary accounting 10.1.1.11 1813

# Set the authentication and accounting shared keys to expert in plain text for secure
communication between the device and the RADIUS server.
[Device-radius-rad] key authentication simple expert

[Device-radius-rad] key accounting simple expert

13



# Include domain names in the usernames sent to the RADIUS server.

[Device-radius-rad] user-name-format with-domain

[Device-radius-rad] quit

# Create an ISP domain named bbb, and configure the ISP domain to use the RADIUS scheme
rad as the AAA methods of login users.

[Device] domain bbb

[Device-isp-bbb] authentication login radius-scheme rad

[Device-isp-bbb] authorization login radius-scheme rad

[Device-isp-bbb] accounting login radius-scheme rad

[Device-isp-bbb] quit

Verifying the configuration

# Initiate an SSH connection to the device, and enter username hello@bbb and password
123456 TESTplat&!. The user logs into the device. (Details not shown.)

# Verify that the user can use the display commands of all system features and resources.
(Details not shown.)
<Sysname> display radius scheme

Total 1 RADIUS schemes

RADIUS scheme name: rad

Index: 0

Primary authentication server:
Host name: Not Configured
IP : 10.1.1.1 Port: 1812
VPN : Not configured
State: Active (duration: 0 weeks, 0 days, 0 hours, 2 minutes, 2 seconds)
Test profile: Not configured
Weight: 0

Primary accounting server:
Host name: Not Configured
IP : 10.1.1.1 Port: 1813
VPN : Not configured
State: Active (duration: 0 weeks, 0 days, 0 hours, 1 minutes, 37 seconds)
Weight: O

Second authentication server:
Host name: Not Configured
IP : 10.1.1.11 Port: 1812
VPN : Not configured
State: Active (duration: 0 weeks, 0 days, 0 hours, 1 minutes, 50 seconds)
Test profile: Not configured
Weight: O

Second accounting server:

Host name: Not Configured

14



IP 10.1.1.11

VPN Not configured

State: Active (duration: 0 weeks, 0 days,
Weight: O

Accounting-On function
extended function
retransmission times
retransmission interval (seconds)
Timeout Interval (seconds)
Retransmission Times
Retransmission Times for Accounting Update
Server Quiet Period(minutes)
Realtime Accounting Interval (seconds)
Stop-accounting packets buffering
Retransmission times
NAS IP Address
VPN
User Name Format
Data flow unit
Packet unit
Attribute 15 check-mode
Attribute 25
Attribute Remanent-Volume unit
server-load-sharing
Attribute 31 MAC format
Stop-accounting packets send-force
selection

ID 25506

Reauthentication server

Attribute 218 of vendor

Port: 1813

0 hours, 1 minutes, 23 seconds)

Disabled

Disabled

50

3

3

3

5

5

720

Enabled

500

Not configured

Not configured

with-domain

Byte

One

Strict

Standard

Kilo

Disabled

HH-HH-HH-HH-HH-HH

Disabled
Inherit

DHCP-Option 61

Format 1 (l-byte Type field)

# (Release 63xx.) Display RADIUS scheme configuration.

<Sysname> display radius scheme

Total 1 RADIUS schemes

RADIUS scheme name: rad
Index: O
Primary authentication server:

Host name: Not Configured

IPp 10.1.1.1
VPN Not configured
State: Active

Test profile: Not configured
Weight: O
Primary accounting server:

Host name: Not Configured

IpP 10.1.1.1
VPN Not configured
State: Active

15
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Weight: 0
Second authentication server:
Host name: Not Configured
IP : 10.1.1.11 Port: 1812
VPN : Not configured
State: Active
Test profile: Not configured
Weight: O
Second accounting server:
Host name: Not Configured
IP : 10.1.1.11 Port: 1813
VPN : Not configured
State: Active

Weight: O
Accounting-0On function : Disabled
extended function : Disabled
retransmission times : 50
retransmission interval (seconds) : 3
Timeout Interval (seconds) : 3
Retransmission Times HEC]
Retransmission Times for Accounting Update : 5
Server Quiet Period (minutes) : 5
Realtime Accounting Interval (seconds) : 720
Stop-accounting packets buffering : Enabled
Retransmission times : 500
NAS IP Address : Not configured
VPN : Not configured
User Name Format : with-domain
Data flow unit : Byte
Packet unit : One
Attribute 15 check-mode ¢ Strict
Attribute 25 : Standard
Attribute Remanent-Volume unit : Kilo
server-load-sharing : Disabled
Attribute 31 MAC format : HH-HH-HH-HH-HH-HH
Stop-accounting packets send-force : Disabled
Reauthentication server selection : Inherit

# (R65xx.) Display RADIUS scheme configuration.
<Sysname> display radius scheme

Total 1 RADIUS schemes

RADIUS scheme name: rad
Index: 0
Primary authentication server:
Host name: Not Configured
IP : 10.1.1.1 Port: 1812
VPN : Not configured

16



State: Active

Test profile: Not configured
Weight: O
Primary accounting server:

Host name: Not Configured

Ip : 10.1.1.1

VPN Not configured
State: Active
Weight: O

Second authentication server:
Host name: Not Configured

IP : 10.1.1.11

VPN Not configured

State: Active

Test profile: Not configured
Weight: O

Second accounting server:

Host name: Not Configured

IP : 10.1.1.11

VPN Not configured
State: Active
Weight: O

Accounting-On function
extended function
retransmission times
retransmission interval (seconds)
Timeout Interval (seconds)

Retransmission Times

Retransmission Times for Accounting Update

Server Quiet Period(minutes)

Realtime Accounting Interval (seconds)

Stop-accounting packets buffering
Retransmission times

NAS IP Address

VPN

User Name Format

Data flow unit

Packet unit

Attribute 15 check-mode

Attribute 25

Attribute Remanent-Volume unit

server-load-sharing

Attribute 30 format

Attribute 30 MAC format

Attribute 31 MAC format

Stop-accounting packets send-force

selection

ID 25506

Reauthentication server

Attribute 218 of vendor

17

Port: 1813
Port: 1812
Port: 1813

Disabled

Disabled

50

3

3

3

5

5

720

Enabled

500

Not configured
Not configured
with-domain
Byte
One
Strict

Standard
Kilo
Disabled
HH-HH-HH-HH-HH-HH:SSID
HH-HH-HH-HH-HH-HH
HH-HH-HH-HH-HH-HH
Disabled

Inherit

DHCP-Option 61



Format 1 (l-byte Type field)
The output shows that the primary RADIUS server is in Active state.
# Disconnect the device from the primary RADIUS server. (Details not shown.)

# Verify that the primary RADIUS server has changed to the Block state in the RADIUS scheme.
(Details not shown.)

Configuration files

(@ IMPORTANT:

Support for the port link-mode bridgecommand depends on the device model.

#
vlian 2 to 3
#
interface Vlan-interface?2
ip address 192.168.1.70 255.255.255.0
#
interface Vlan-interface3
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernetl1l/0/2
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl1/0/1
port link-mode bridge
port access vlan 3
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
ssh server enable
#
radius scheme rad
primary authentication 10.1.1.1
primary accounting 10.1.1.1
secondary authentication 10.1.1.11
secondary accounting 10.1.1.11
key authentication cipher $c$3$GBZ1jhslcGwSOpSejsESMnOr8Gbhb8SITS5ew==
key accounting cipher $c$3$nGb/DWK8pxbHaLXQVc+xsmbUrletIzVd7Q==
#
domain bbb
authentication login radius-scheme rad
authorization login radius-scheme rad
accounting login radius-scheme rad
#
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Example: Configuring RADIUS
authentication and authorization in ACS
for SSH users

Network configuration

As shown in Figure 10, configure the device to meet the following requirements:

e Act as the Stelnet server to provide RADIUS-based authentication and authorizationservices
for the SSH user.

e Assign the highest level of privilege to the SSH user after the user passes authentication.

The RADIUS server runs Cisco ACS. Add a user account with username manager@bbb and
password 1234ab## on the RADIUS server.

The host runs Stelnet client software.

Figure 10 Network diagram

RADIUS server

10.1.1.1/24
Vlan-int3
Vlan-int2 10.1.1.2/24
192.168.1.65/24 glad Se
SSH user

Device
192.168.1.60/24

Analysis

To meet the network requirements, you must perform the following tasks:
° Configure the SSH username and password on the RADIUS server to identify valid users.
° For SSH users to perform AAA, set the authentication mode to scheme on VTY userlines.

° To support Stelnet clients that use different types of key pairs, generate DSA, ECDSA, and
RSA key pairs on the Stelnet server.

e  Configure RADIUS authentication and authorization by performing the following tasks onthe
device:

o Create a RADIUS scheme.
o Specify the authentication and authorization servers.

o Apply the RADIUS scheme to the ISP domain to which the SSH users belong onthe
device.

. Enable the default user role feature and specify network-admin as the default user role,so
the authenticated users can obtain the highest level of privilege.
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Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration

example is applicable:

Hardware

SC 3570 switch series
SC 5525 switch series

SC 5520 switch series

SC 3170 switch series
SC 3130 switch series

20

Software version

Release 11xx

Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

Release 11xx

Release 63xx



Restrictions and guidelines

When you configure RADIUS authentication and authorization for SSH users, follow these
restrictions and guidelines:

e  The Stelnet server supports only 256-bit and 384-bit ECDSA key pairs.

. Local DSA, ECDSA, and RSA key pairs for SSH use default names. You cannotassign
names to the key pairs.

Procedures
Configuring the RADIUS server

In this example, the server runs ACS 4.2. Before you perform the following tasks, make sure the
host, the device, and the RADIUS server can reach each other.

1. Enter the username and password, and click Login, as shown in Figure 11.
Figure 11 Logging into ACS

—

(— Lol © httpy//10.1.1.1:2002/ o-2ax|

) CiscoSecure ACS Login x |

Cisco Secure ACSva4.2

Administration login required to access the system.

When the page loads vou should see a Username and Password field. If vou cannot
see these fields then yvou will have to enable Java support in your browser.

Enter a username and password then click the "Login” button.
Username admin

Password i

Login

2. Add the device to ACS as an AAA client:
a. Inthe navigation tree, click Network Configuration.
b. Click Add Entry, as shown in Figure 12.
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Figure 12 Adding an AAA client
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Device.
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Add Entry ] I Search

ure the following parameters, as shown in Figure 13:

Enter an AAA client hosthame in the AAA Client Hostname field. This example uses

Enter 10.1.1.2 in the AAA Client IP Address field.

The IP address is the source IP address for outgoing RADIUS packets on the device.

The shared secret must be the sa

Enter expert in the Shared Secret field.

me as the authentication and accounting keys

configured on the device for secure RADIUS communication.

Select RADIUS (IETF) from the Authenticate Using list.

Figure 13 Configuring the AAA client
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Match Framed-1P-Address with user IP address for accounting packets from this AAA Client

Submit Submit + Apply Cancel

d. Click Submit + Apply.

3. Add auser:

22



a. Inthe navigation tree, click User Setup.

b. On the User Setup page, enter manager in the User field and click Add/Edit, asshown
in Figure 14.

Figure 14 Adding a user
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c. Configure parameters for the user, including the user password and user group, as shown
in Figure 15.

This example uses the default user group.

Figure 15 Configuring the user manager
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When a token server is used for authentication, supplying a separate CHAP
password for a token card user allows CHAP authentication. This is especially
useful when token caching is enabled.

Group to which the user is assigned:

| Submit Cancel

d. Click Submit.
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Configuring the device

# Create VLAN 2 and assign GigabitEthernet 1/0/2 to the VLAN.
<Device> system-view

[Device] vlan 2

[Device-vlan2] port gigabitethernet 1/0/2

[Device-vlan2] quit

# Assign an IP address to VLAN-interface 2.
[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 192.168.1.65 255.255.255.0

[Device-Vlan-interface2] quit

# Create VLAN 3 and assign GigabitEthernet 1/0/1 to the VLAN.
[Device] vlan 3
[Device-vlan3] port gigabitethernet 1/0/1

[Device-vlan3] quit

# Assign an IP address to VLAN-interface 3.
[Device] interface vlan-interface 3
[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0

[Device-Vlan-interface3] quit

# Create a local RSA key pair.

[Device] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# Create a local DSA key pair.

[Device] public-key local create dsa

The range of public key modulus is (512 ~ 2048).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# Create a local 256-bit ECDSA key pair.

[Device] public-key local create ecdsa secp256rl
Generating Keys...

Create the key pair successfully.

# Create a local 384-bit ECDSA key pair.

[Device] public-key local create ecdsa secp384rl

Generating Keys...

Create the key pair successfully.
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# Enable the Stelnet server.

[Device] ssh server enable

# Enable scheme authentication on VTY user lines 0 through 63.

[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme

[Device-line-vty0-63] quit

# Enable the default user role feature and specify network-admin as the default user role.
[Device] role default-role enable network-admin

# Create a RADIUS scheme named rad.

[Device] radius scheme rad

# Specify the primary RADIUS authentication server with the IP address 10.1.1.1 and port number
1812.

[Device-radius-rad] primary authentication 10.1.1.1 1812

# Specify the shared key as expert for secure RADIUS communication between the device and
RADIUS server.

[Device-radius-rad] key authentication simple expert

# Remove the domain name from usernames sent to the RADIUS server.
[Device-radius-rad] user-name-format without-domain
[Device-radius-rad] quit

# Create an ISP domain named bbb, and specify the domain to use RADIUS scheme rad as the

authentication and authorization methods of login users.
[Device] domain bbb
Device-isp-bbb] authentication login radius-scheme rad

Device-isp-bbb] authorization login radius-scheme rad

Device-isp-bbb] accounting login none

[ ]
[ ]
[ ]
[Device-isp-bbb] quit

Verifying the configuration

Stelnet client software includes PUTTY and OpenSSH. This example uses an Stelnet client that
runs PuTTY 0.58.

To verify that you can log into the Stelnet server from the Stelnet client:
1. Launch PuTTY.
2. From the navigation tree, click Session.
The PUTTY Configuration page appears.
3. Configure the following parameters, as shown in Figure 16:
a. Enter 192.168.1.65 in the Host Name (or IP address) field.
b. Enter 22 in the Port field.
c. Select SSH for Protocol.
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Figure 16 Specifying basic connection parameters
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- Features Protocal :
=1 Window (") Raw i Telnet ) Rlogin @~ @ S5H
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Load, save or delete a stored session

- Selection

- Colours Default Settings
[=- Connection

q::use window on exit: .
(1 Mways () Mever @ Only on clean et
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4. Click Open.
The system might display a security alert dialog box, as shown in Figure 17.

Figure 17 PUTTY Security Alert dialog box (1)

PUTTY Security Ale

4 The server's host key is not cached in the registry. You

!-'—L have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 1024 3d:aa:a8:df.78:18:cb:87:67:¢8:65:87:30:b2:27:29
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, hit No.
If you do not trust this host, hit Cancel to abandon the
connection.

5.  Click Yes or No to continue the connection.
The system might display another security alert dialog box, as shown in Figure 18.
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Figure 18 PUTTY Security Alert dialog box (2)

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:¢8:65:87:30:b2:27:29
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit No.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

'Yu!NoT{CmcollM[

6. Click Yes or No to continue the connection.
7. Enter username manager@bbb and password 1234ab## to log into the Stelnet server.
login as: manager@bbb

manager@bbb@192.168.1.65's password:

Ak Ak hk kA Ak Ak hkh Ak hkhkhkhkhk Ak hkhkhk ko ko hkhk ko ko hkhhhh ko hkhkhhkhkhkhkhkhkhkhkhhhhkhkhkhhhkhkhhhkhkkhkhkhkhkhkkhkhkhkrhxkhkhhxkxkxkx*

* Copyright (c) 2004-2019 New INTELBRAS Technologies Co., Ltd. All rights
reserved. *

* Without the owner's prior written consent, *

* no decompiling or reverse-engineering shall be allowed. *

Ak Ak hkhk kA Ak hkh Ak ko hkhkhkhkhkhkhk ko ko hkhk ko ko hkhkhkhh ko hkhkhhkhkhkhkhkhkhkhkhhhkhkhkhkhhhkhkhhhkhkhkhkhhhkkhkhkhkrhxkhkhhxkxkxkx*

<Device>

Configuration files

(D IMPORTANT:
Support for the port link-mode bridge command depends on the device model.

#
vlan 2 to 3
#
interface Vlan-interface2
ip address 192.168.1.65 255.255.255.0
#
interface Vlan-interface3
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/2
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port link-mode bridge

port access vlan 2

#
interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 3

#

line vty 0 63
authentication-mode scheme
user-role network-operator
#

ssh server enable
#
radius scheme rad
primary authentication 10.1.1.1
key authentication cipher $c$3$+zkawxNT2KQ1ThixdPDszSvNAHS5b+yFMIQ==
user-name-format without-domain
#
domain bbb
authentication login radius-scheme rad
authorization login radius-scheme rad
accounting login none

#

role default-role enable network-admin

#

Example: Configuring HWTACACS
authentication and authorization in ACS
for SSH users

Network configuration

As shown in Figure 19, configure the device to meet the following requirements:

e Actas the Stelnet server to provide HWTACACS-based authentication and authorization
services for the SSH user.

e Assign the highest level of privilege to the SSH user after the user passes authentication.

The HWTACACS server runs Cisco ACS. Add a user account with username manager@bbb and
password 1234ab## on the HWTACACS server.

The host runs Stelnet client software.
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Figure 19 Network diagram
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Analysis

To meet the network requirements, you must perform the following tasks:

Configure the SSH username and password on the HWTACACS server to identify valid users.
For SSH users to perform AAA, set the authentication mode to scheme on VTY userlines.

To support Stelnet clients that use different types of key pairs, generate DSA, ECDSA, and
RSA key pairs on the Stelnet server.

Configure HWTACACS authentication and authorization by performing the following tasks on
the device:

o Create an HWTACACS scheme.
o Specify the authentication and authorization servers.

o Apply the HWTACACS scheme to the ISP domain to which the SSH users belong on the
device.

Enable the default user role feature and specify network-admin as the default user role, so
the authenticated users can have the highest level of privilege.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration
example is applicable:

Hardware
SC 3570 switch series

SC 5525 switch series

SC 5520 switch series

SC 3170 switch series
SC 3130 switch series

Software version

Release 11xx

Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

Release 11xx

Release 63xx

Restrictions and guidelines

When you configure HWTACACS authentication and authorization for SSH users, follow these

restrictions and guidelines:

The Stelnet server supports only 256-bit and 384-bit ECDSA key pairs.
Local DSA, ECDSA, and RSA key pairs for SSH use default names. You cannotassign

names to the key pairs.

Procedures
Configuring the HWTACACS server

In this example, the server runs ACS 4.2. Before you perform the following tasks, make sure the

host, the device, and the HWTACACS server can reach each other.
Enter the username and password, and C:lek Login, as shown in Figure 20.
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2.

Figure 20 Logging into ACS

Rl © wevnoriizony ——— p-a>x[eer

D CiscoSecure ACS Login

Cisco Secure ACSv4.2

Administration login required to access the system.

When the page loads vou should see a Username and Password field. If you cannot
see these fields then vou will have to enable Java support in vour browser.

Enter a username and password then click the "Login” button.
Username adnin

Password i

Login

Add the device to ACS as an AAA client:
a. Inthe navigation tree, click Network Configuration.
b. Click Add Entry, as shown in Figure 21.

Figure 21 Adding an AAA client
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c. Onthe Add AAA Client page, configure the following parameters, as shown in Figure 22:

— Enter an AAA client hostname in the AAA Client Hostname field. This example uses
Device.

— Enter 10.1.1.2 in the AAA Client IP Address field.

The IP address is the source IP address for outgoing HWTACACS packets on the
device.

— Enter expert in the Shared Secret field.

The shared secret must be the same as the authentication, authorization, and
accounting keys configured on the device for secure HWTACACS communication.

— Select TACACS+ (Cisco 10S) from the Authenticate Using list.
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Figure 22 Adding an AAA client
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d. Click Submit + Apply.
3. Addauser:
a. Inthe navigation tree, click User Setup.

b. Onthe User Setup page, enter manager in the User field and click Add/Edit, asshown
in Figure 23.

Figure 23 Adding a user

ol User Setup

cisco
E

Té Group
B | setup User: manager
B

| Network
| Configuration

ik

=1 Sustem
= [r5 | Configuration

i

Interface 2
[T Contiguration
List all users
Administration
Control

{3 | External User [ Remove Dynamic Users ]

Databases

=

32



c. Configure parameters for the user, including the user password and user group, as shown
in Figure 24,

This example uses the default user group.

Figure 24 Configuring the user manager
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When a token server is used for authentication, supplying a separate CHAP
password for a token card user allows CHAP authentication. This is especially
useful when token caching is enabled.
Group to which the user is assigned:
| Submit Cancel

d. Click Submit.

Configuring the device

# Create VLAN 2 and assign GigabitEthernet 1/0/2 to the VLAN.
<Device> system-view

[Device] wvlan 2

[Device-vlan2] port gigabitethernet 1/0/2

[Device-vlan2] quit

# Assign an IP address to VLAN-interface 2.

[Device] interface vlan-interface 2

[Device-Vlan-interface2] ip address 192.168.1.65 255.255.255.0

[Device-Vlan-interface2] quit

# Create VLAN 3 and assign GigabitEthernet 1/0/1 to the VLAN.

[Device] vlan 3
[Device-vlan3] port gigabitethernet 1/0/1

[Device-vlan3] quit

# Assign an IP address to VLAN-interface 3.
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[Device] interface vlan-interface 3
[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0

[Device-Vlan-interface3] quit

# Create a local RSA key pair.

[Device] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# Create a local DSA key pair.

[Device] public-key local create dsa

The range of public key modulus is (512 ~ 2048).

If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# Create a local 256-bit ECDSA key pair.

[Device] public-key local create ecdsa secp256rl
Generating Keys...

Create the key pair successfully.

# Create a local 384-bit ECDSA key pair.

[Device] public-key local create ecdsa secp384rl

Generating Keys...

Create the key pair successfully.

# Enable the Stelnet server.

[Device] ssh server enable

# Enable scheme authentication on VTY user lines 0 through 63.

[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme

[Device-line-vty0-63] quit

# Enable the default user role feature and specify network-admin as the default user role.

[Device] role default-role enable network-admin

# Create an HWTACACS scheme named tac.

[Device] hwtacacs scheme tac

# Specify the primary HWTACACS authentication server with the IP address 10.1.1.1 and port
number 49.

[Device-hwtacacs-tac] primary authentication 10.1.1.1 49

# Specify the shared key as expert for secure HWTACACS communication between the device
and HWTACACS authentication server.

[Device-hwtacacs-tac] key authentication simple expert
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# Specify the primary HWTACACS authorization server with the IP address 10.1.1.1 and port
number 49.

[Device-hwtacacs-tac] primary authorization 10.1.1.1 49

# Specify the shared key as expert for secure HWTACACS communication between the device
and HWTACACS authorization server.

[Device-hwtacacs-tac] key authorization simple expert

# Remove the domain name from usernames sent to the HWTACACS server.
[Device-hwtacacs-tac] user-name-format without-domain

[Device-hwtacacs-tac] quit

# Create an ISP domain named bbb, and specify the domain to use HWTACACS scheme tac for
authentication and authorization of login users.

[Device] domain bbb

Device-isp-bbb] authentication login hwtacacs-scheme tac
Device-isp-bbb] authorization login hwtacacs-scheme tac

Device-isp-bbb] accounting login none

[ ]
[ ]
[ ]
[Device-isp-bbb] quit

Verifying the configuration

Stelnet client software includes PUTTY and OpenSSH. This example uses an Stelnet client that
runs PuTTY 0.58.

To verify that you can log into the Stelnet server from the Stelnet client:
1. Launch PuUTTY.
2. From the navigation tree, click Session.
The PuTTY Configuration page appears.
3. Configure the following parameters, as shown in Figure 25:
a. Enter 192.168.1.65 in the Host Name (or IP address) field.
b. Enter 22 in the Port field.
c. Select SSH for Protocol.
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Figure 25 Specifying basic connection parameters
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4. Click Open.
The system might display a security alert dialog box, as shown in Figure 26.

Figure 26 PUTTY Security Alert dialog box (1)

PUTTY Security Ale

4 The server's host key is not cached in the registry. You

!-'—L have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 1024 3d:aa:a8:df.78:18:cb:87:67:¢8:65:87:30:b2:27:29
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, hit No.
If you do not trust this host, hit Cancel to abandon the
connection.

5.  Click Yes or No to continue the connection.
The system might display another security alert dialog box, as shown in Figure 27.
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Figure 27 PUTTY Security Alert dialog box (2)

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:¢8:65:87:30:b2:27:29
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit No.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

'Yu!NoT{CmcollM[

6. Click Yes or No to continue the connection.
7. Enter username manager@bbb and password 1234ab## to log into the Stelnet server.
login as: manager@bbb

manager@bbb@192.168.1.65's password:

Ak Ak hk kA Ak Ak hkh Ak hkhkhkhkhk Ak hkhkhk ko ko hkhk ko ko hkhhhh ko hkhkhhkhkhkhkhkhkhkhkhhhhkhkhkhhhkhkhhhkhkkhkhkhkhkhkkhkhkhkrhxkhkhhxkxkxkx*

* Copyright (c) 2004-2019 New INTELBRAS Technologies Co., Ltd. All rights
reserved. *

* Without the owner's prior written consent, *

* no decompiling or reverse-engineering shall be allowed. *

Ak Ak hkhk kA Ak hkh Ak ko hkhkhkhkhkhkhk ko ko hkhk ko ko hkhkhkhh ko hkhkhhkhkhkhkhkhkhkhkhhhkhkhkhkhhhkhkhhhkhkhkhkhhhkkhkhkhkrhxkhkhhxkxkxkx*

<Device>

Configuration files

(D IMPORTANT:
Support for the port link-mode bridge command depends on the device model.

#
vlan 2 to 3
#
interface Vlan-interface2
ip address 192.168.1.65 255.255.255.0
#
interface Vlan-interface3
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/2
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port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
ssh server enable
#
hwtacacs scheme tac
primary authentication 10.1.1.1
primary authorization 10.1.1.1
key authentication cipher $c$3$/9bCuPjMxjOtUvBx8N]tN+AnASuLT2SrNA==
key authorization cipher $c$3$QF/fFINvIIyKyF1sNOpeBYnDXArNhOvOdQ==
user-name-format without-domain
#
domain bbb
authentication login hwtacacs-scheme tac
authorization login hwtacacs-scheme tac
accounting login none
#
role default-role enable network-admin

#
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